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1 Introduction

This document provides a high-level technical overview of the Routemdder (rtrmgr) code structure,
intended to aid anyone needing to understand or modify the software.dt é&suser manual.

The XORP software base consists of a number of routing protocols (BSPF, PIM-SM, etc), a
Routing Information Base (RIB) process, a Forwarding Engine Abstra¢FEA) process, and a forwarding
path. Other management, monitoring or application processes may also suppthiveset. Figure 1
illustrates these processes and their principle communication channels.
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Figure 1: Overview of XORP processes



For research purposes, these processes may be started manualiy scfipts, so long as the depen-
dencies between then are satisfied. But when using XORP in a more opatativironment, the network
manager typically does not wish to see the software structure, but ratlé like to interact with the router
as a whole Minimally, this consists of a configuration file for router startup, and a conartiag interface
to interact with the router during operation. The rtrmgr process providesitified view of the router.

The rtrmgr is normally the only process explicitly started at router startuprifitmgr process includes
a built-in XRL finder, so no external finder process is required. THhievitng sequence of actions then
oCCurs:

1.

The rtrmgr reads all the template files in the router’s template directory. dljyptbere is one tem-
plate file per XORP process that might be needed. A template file describemttienality that is
provided by the corresponding process in terms of all of the configurpicameters that may be set.
It also describes the dependencies that need to be satisfied beforedbespcan be started. After
reading the template files, the rtrmgr knows all the configuration parameteenttu supportable on
this router, and it stores this information in tesmplate tree After all template files are read, the
template tree is checked for erroesd.,invalid variable names, etc). The rtrmgr will exit if there is
an error.

. The rtrmgr next reads the contents of the XRL directory to discoveralKRLs that are supported

by the processes on this router. These XRLs are then checked agaixdkLs in the template tree.
As it is normal for the XRLs in the XRL directory to be used to generate stule @0 the XORP
processes, this forms the definitive version of a particular XRL. Chgagainst this version detects
if a template file has somehow become out of sync with the router's codebasggg this check at
startup prevents subtle run time errors later. The rtrmgr will exit if a mismatchds\ksed.

. The rtrmgr then reads the router configuration file. All the configurafions in the config file must

correspond to configurable functionality as described by the templateAsdsreads the config file,
the rtrmgr stores the intended configuration inctsfiguration tree At this point, the nodes in the
configuration tree are annotatedra existing- that is this part of the configuration has not yet been
communicated to the process that will implement the functionality.

. The rtrmgr next traverses the configuration tree to discover the lisboépses that need to be started

to provide the required functionality. Typically not all the available softwamethe router will be
needed for a specific configuration.

. The rtrmgr traverses the template tree again to discover an order famgsthe required processes

that satisfies all their dependencies.

. The rtrmgr starts the first process in the list of processes to be started.

If no error occurs, the rtrmgr traverses the configuration tree to thaldist of commands that need
to be executed to configure the process just started. A command can beritkieL or an external
program. These commands are then called, one after another, with tlessfutcompletion of one
command triggering the calling of the next. The commands are ordered artosdhe command
semantics €.g., see below the description of commands %create, %activate, etc). If thetsesna
of the commands do not specify the ordering, then the commands follow tke thel are defined
in the rtrmgr template files. Some processes may require calling a transacttarostarand before
configuration, and a transaction complete command after configuration - mhgr rtian do this if
required.



8. If no error occurred during configuration, the next process itestaand configured, and so forth,
until all the required processes are started and configured.

9. At this point, the router is up and running. The rtrmgr will now allow conioes from the xorpsh
process to allow interactive operation.



2 Template Files

The router manager reads a directory of template files to discover the watityn options that the router
supports. A fragment of such a configuration file might look like:

protocols {
ospf {
router-id: ipv4;
mospf: toggle = false;
flood_rate: i32;
area @: ipv4 {
stub: toggle = false;
interface @: txt {
disable: toggle = false;
hello-interval: u32 = 30;
dead-interval: u32 = 95;
}
}
}
}

This defines a subset of the configuration options for OSPF. The coafign options form a tree, with
three types of nodes:

e Structural nodes such asotocol andospf that exist merely to provide scope.

e Named interior nodes such aaréa @” and “interface @ ", where there can be multiple in-
stances of the node. Symh@indicates that a name is required; in the case of “area @" the fragment
above specifies that the name must be an IPv4 address.

e Leafnodes such dbod _rate andhello-interval . These nodes are also typed, and may op-
tionally specify a default value. In the example abdwl]o-interval is of typeu32 (unsigned
32 bit integer), and takes the default value of 30.

Thus the template tree created from this template file would look like:

ROOT —| protocols || ospf router—id |

larea @ stub |
interface @ disable |

hello-interval
dead-interval

The same node may occur multiple times in the template file. This might happen bdtansele can
take more than one type (for example, it might have an IPv4 or an IPv@ss)dor it might happen because
the second definition adds information to the existing definition.
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In addition to specifying the configurable options, the template file should pészifg what the rtrmgr
should do when an option is modified. These commands annotating the templaggifilevith a ‘98. Thus
the template file above might also contain the following annotated version of théatenge:

protocols ospf {
%modinfo: provides ospf;
%modinfo: depends rib;
%modinfo: path "ospfd/xorp/ospfd”;
%modinfo: default_targetname "ospf";
%mandatory: $(@.targetname), $(@.router-id);
targetname {

%set:;
}
router-id {
%set: xrl "$(ospf.targetname)/ospf/0.1/set_router_id? id:u32=$(@)";
%get: xrl "$(ospf.targetname)/ospf/0.1/get_router_id- >id:u32";
}
area @ {
%create: xrl "$(ospf.targethame)/ospf/0.1/add_or_conf igure_area?area_id:u32=%$(area.@
%delete: xrl "$(ospf.targetname)/ospf/0.1/delete_area ?area_id:u32=%(area.@)";
}
mospf {
%set: xrl "$(ospf.targetname)/ospf/0.1/set_mospf?enab led:bool=$(@)";
%delete: xrl "$(ospf.targetname)/ospf/0.1/set_mospf?e nabled:bool=$(DEFAULT)";
%get: xrl "$(ospf.targetname)/ospf/0.1/get_mospf->ena bled:bool=$(@)";
}

}

The first four annotations apply to the “protocols ospf” node, andi§pte “%modinfo” command,
which provides information about the module providing this functionality. In tisise they specify the
following:

e This functionality is provided by the module calledpf .
e This module depends on the module calligd .
e The program irospfd/xorp/ospfd should be run run to provide this module.

e XRL target nameospf should be used by default when validating an XRL specification that uses a
variable inside thespf module €.g.$(ospf.targethame) ) to specify the XRL target.

The “%mandatory” annotation contains the list of nodes or variables thatt Ineusonfigured in the
user configuration file or that must have a default value. In the abovm@e, this applies to variables
“targetname " and “router-id  ".

The “protocols ospf targetname " node carries an annotation to specify the existence of vari-
able name targetname ” that can be used to specify the XRL target name of an OSPF instance. The
specific value of targethame " can be configured elsewhere.

The “protocols ospf router-id ” node carries annotations to set the value of the router ID in
the ospf process, and to get the value back. The set command is:
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%set: xrl "$(ospf.targethame)/ospf/0.1/set_router_id? id:u32=%(@)";

This specifies that to set this value, the rtrmgr must call the specified XRihidrcase it specifies a
variable expansion of variabl&ospf.targetname) and$(@) . All variables take the forr( ...) .

The variableb(ospf.targetname) means the value of noderotocols ospf targetname
The variables(@) means the value of the current node. Hence, if the targetname is set imfigucation
tree to (or had a default value in the template tree'ofpf" , and the router ID node in the configuration
tree had the value 1.2.3.4, then the XRL to call would be:

ospf/ospf/0.1/set_router_id?id:u32=1.2.3.4

The %set command only applies to leaf nodes that have values and only if the value isdlimy
be changed. For example, noderétocols ospf router-id ” has %set command because its
value can be changed. On contrary, nogmtocols ospf area @ " does not havésset command,
because it defines a node that can have multiple instances. Each instarec@diue when the instance is
created, but that value cannot be changed later.

Internal nodes would typically use tBécreate command to create a new instance of the node, as
shown with the protocols ospf area @ " node. In the example above, tBécreate command
involves two variable expansion§(area.@) and$(@.stub) . The form$(area.@) means “this
area”, and so in this case it is directly equivalen${@) meaning “this node”. The variab®&@.stub)
means the value of the leaf node calgtdb that is a child node of “this node”.

Default template value of a variable can be specified by the keylBFAULT For example$(DEFAULT)
or$(@.DEFAULT) would refer to the default template value of “this” node, wii{foo.bar. DEFAULT)
would refer to the default template value of ndfteo.bar"

Thus, the template tree specifies the following information:

e The nodes of the tree specify all the configuration options possible ontlerr

e Some of the nodes are annotated with information to indicate which software to provide the
functionality rooted at that node, to indicate which other modules this softdegpends on being
running, and to provide additional information about this module.

e Most of the nodes are annotated with commands to be run when the valuenoiddehanges in the
configuration tree, when a new instance of the node is created or ancestbiine node is deleted in
the configuration tree, or to get the current value of a node from th@ngrmprocesses providing the
functionality.

Note that for verification purpuse all variable names must refer to valigdsaa the template tree.
Hence, the template tree may contain dummy nodes that shoudn’t be usenhfigucation purpose. For
example, the internal variabldD that can be used to store the transient transaction ID should be specified
as:

interfaces {
%modinfo: ...

TID {



%create:;

}

2.1 Template Tree Node Types

The following types are currently supported for template tree nodes:

u32
Unsigned 32 bit integer

u32range
A range of unsigned 32 bit integers defined by an upper and lower inelbsundary. Boundaries
are separated by two dots, e1234..5678 . If upper and lower boundaries are equal it is sufficient
to specify only a single value, e.4j234 .

i32
Signed 32 bit integer

bool
Boolean - valid values arteue  andfalse

toggle
Similar to boolean, but requires a default value. Display of the config wee is suppressed if the
value is the default.

ipv4
An IPv4 address in dotted decimal format.

ipv4net
An IPv4 address and prefix length in the conventional format. B.3.3.4/24

ipv4range
A range of IPv4 addresses defined by an upper and lower inclusiwedary. IPv4 addresses are
specified in dotted decimal format delimited by two dots, 4.¢.3.4..5.6.7.8 . If upper and
lower boundaries are equal it is sufficient to specify only a single valgel.2.3.4

ipv6
An IPv6 address in the canonical colon-separated human-readainlatfo

ipvbnet
An IPv6 address and prefix in the conventional format. Hef30::1/64

ipv6range
Arange of IPv6 addresses defined by an upper and lower inclusivedary. IPv6 addresses are speci-
fied in colon-separated format and are delimited by two dotsfe8§::1234..fe80::5678 f

upper and lower boundaries are equal it is sufficient to specify onhglesvalue, e.gfe80::1234



macaddr
An MAC address in the conventional colon-separated hex format. ®g:0:4.68:8¢:58

com32
Unsigned 32 bit integer representing a BGP community tag. It can be spegifiesr in a colon-
separated format using two 16 bit integers, 68001:1 , or as a single 32 bit unsigned integer.

It is likely that additional types will be added in the future, as they are fdaarm needed.

2.2 Template Tree Commands

This section provides a complete listing of all the template tree commands that thestippgprts.

2.2.1 The%modinfo Command.
The sub-commands to tBémodinfo command are:

%modinfo: provides ModuleName
Theprovides subcommand takes one additional parameter, which gives the name of thlemodu
providing the functionality rooted at this node.

%modinfo: depends list of modules
Thedepends subcommand takes at least one additional parameter, giving a list of theraibales
that must be running and configured before this module may be started.

%modinfo: path ProgramPath
Thepath subcommand takes one additional parameter giving the pathname of thersaiivize
run to provide this functionality. The pathname may be absolute or relative tothef the XORP
tree. The ordering in computing the root of the tree is: (a) the shell envigah XORPROOT
(if exists); (b) the parent directory the rtrmgr is run from (only if it contathe etc/templates and
the xrl/targets directories); (c) the XORROOT value as defined in config.h (currently this is the
installation directory, and defaults to “/usr/local/xorp”).

%modinfo: default _targetname  TargetName
Thedefault _targethame subcommand takes one additional parameter giving the value of the
XRL target name that should be used by default when validating an XRtifgaion €.g.,if the
specification uses a variable inside that module to specify the XRL targejname

%modinfo: start _commit method argument
Thestart _commit subcommand takes two or more additional parameters, that are used tg specif
the mechanism to be call before performing any change to the configurdtibie onodule. The
only methods currently supported ard  which takes an XRL specification as an argument, and
program which takes an executable program as an argument.

%modinfo: end _commit method argument
Theend _commit subcommand takes two or more additional parameters, that are used ty gpecif
mechanism to be called to complete any change to the configuration of the mbldelenly methods
currently supported arel  which takes an XRL specification as an argument, giogiram which
takes an executable program as an argument. &atih _commit andend _commit are optional.
They provide a way to make batch changes to a module configuration aswin afgeration.
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%modinfo: status _method method argument

Thestatus _method subcommand takes two or more additional parameters, that are used tg specif

the mechanism to be used to discover the status of the module. The only maiheas supported
arexrl which takes an XRL specification as an argument, gnogram which takes an executable
program as an argument.

%modinfo: startup _method method argument

Thestartup _method subcommand takes two or more additional parameters, that are used to spec-

ify the mechanism to be used to gracefully startup the module. The only methoéstcsupported
arexrl which takes an XRL specification as an argument, nodram which takes an executable
program as an argument.

Before thestartup _method subcommand is called, itis expected that the procesPIRDCSTARTUP
state; after the subcommand is called the process should transitionPRIDEREADYstate. Note
that this subcommand is optional and if it is not specified, then it is expectethth@rocess will
transition on its own to theROCREAD Ystate.

%modinfo: shutdown _method method argument

The shutdown _method subcommand takes two or more additional parameters, that are used to

specify the mechanism to be used to gracefully shutdown the module. Thenethods current
supported ararl  which takes an XRL specification as an argument, rodyram which takes an
executable program as an argument. If the process does not thetidneied?ROCSHUTDOWdate,

the rtrmgr will then kill the process.

2.2.2 The%mandatory Command.

%mandatory is used to specify the list of nodes or variables that must be configuree imstr config-
uration file or that must have a default value. This command can appear mtiligle anywhere in the
template tree. If it appears multiple times within the same template node, then all listesl axedmanda-
tory. However, note that it cannot be used to specify a multi-value natdeasu
$(interfaces.interface.@.vif. @.address.@)

2.2.3 The%create Command.

%create is used to create a new instance of an interior node in the configuration tree.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progitead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to create the newuanfig
tion tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to create the

new configuration tree instance of this template tree node.

Note that if a node has ribcreate  command, then th&set command (if exists) for that node is used
instead (see below).



2.2.4 The%activate Command.

%activate is used to activate a new instance of an interior node in the configuratian ltréetypi-
cally paired with%create - the%create command is executed before the relevant configuration of the
node’s children has been performed, whef#astivate is executed after the node’s children have been
configured. A particular interior node might have eitBeereate , %activate  or both.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progiiead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to activate the neweonfi
ration tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to activate the
new configuration tree instance of this template tree node.

For example, if the template tree held the following:

address @: ipv4 {
%create: xrl XRLZ
%activate: xrl XRL2
netmask: ipv4d  {
%set:  xrl XRL3

Then when an instance of address and netmask are created and remhfige execution order of the
XRLs will be: XRL1, XRL3, XRL2

2.2.5 The%update Command.

%update is used to update an existing instance of a node in the configuration treetypidally paired

with %activate - the%activate command is executed after the node’s children have been configured
for very first time €.g.,0n startup), where@update is executed if some of the node’s children have been
modified €.g.,via xorpsh).

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progistiead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to update the cotifigura
tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to update the
configuration tree instance of this template tree node.

Note that if the value of a node is modified, only the clogéspdate command up in the hierarchy is
executed. For example, if the template tree held the following:
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address @: ipv4d {
%create: xrl XRLZ
%activate: xrl XRL2
%update:  xrl XRL3
netmask: ipv4d  {
%update:  xrl XRL4
disable: bool {

%set:;
}
}
broadcast: ipv4 {
%oset:;
}

Then when the value afisable is modified, onlyXRL4will be called. If the value obroadcast
is modified, therXRL3will be called.

2.2.6 The%list Command.

%list is called to obtain a list of all the configuration tree instances of a particuladd¢grtpee node. For
example, a particular template tree node might represent the interface®otera The configuration tree
would then contain an instance of this node for each interface currentfigooed. Thelist command
on this node would then return the list of interfaces.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progitead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to return the list.
e If the action isprogram , then the second parameter specifies the program to execute to return the
list.
2.2.7 The%delete Command.

%delete is called to delete a configuration tree node and all its children. A node that%areate or
%activate command should also havéedelete command.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external proigiiead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to delete the configuratio
tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to delete the
configuration tree instance of this template tree node.
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If a node that is deleted does not havé&odelete command, then thé&delete commands of its
children are called instead. This rule is applied recursively for each tfaliddoes not have #delete
command. For example, lets say A is a parent of B1 and B2, and B1 is a jp&i@h. Also, lets say that
only B2 and C1 havéodelete methods. If we delete A, then both B2’s and C¥slelete methods
are invoked. If, however, B1 also ha®4&delete method, then deleting A will invoke only B1 and B2's
%delete methods.

2.2.8 The%set Command.

%set is called to set the value of a leaf node in the configuration tree.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progistead, the action should
beprogram .

e Ifthe action isxrl , then the second parameter specifies the XRL to call to set the value aju@nfi
tion tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to set the valu
of configuration tree instance of this template tree node.

Note that when a new instance of a node in the configuration tree is crééit@tinode has néocreate
command, then th&set command (if exists) for that node is used instead.

2.2.9 The%unset Command.

%unset is called to unset the value of a leaf node in the configuration tree. The wéllueturn to its
default value if a default value is specified.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl
which indicates an XRL should be called. To execute an external progistiead, the action should
beprogram .

e If the action isxrl , then the second parameter specifies the XRL to call to unset the valuefig-co
uration tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to unset the
value of configuration tree instance of this template tree node.

2.2.10 The%get Command.

%get is called to get the value of a leaf node in the configuration tree. Normally tingriwill know the
value if there is no external means to change the value, b@gst command provides a way for the rtrmgr
to re-sync if the value has changed.

e The first parameter indicates the form of action to take to perform this actigpically it is xrl

which indicates an XRL should be called. To execute an external progitead, the action should
beprogram .
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e If the action isxrl , then the second parameter specifies the XRL to call to get the value afonfi
ration tree instance of this template tree node.

e If the action isprogram , then the second parameter specifies the program to execute to get the valu
of configuration tree instance of this template tree node.

2.2.11 The%allow Command.

The%allow command provides a way to restrict the value of certain nodes to specifesvalu

e The first parameter gives the name of the variable to be restricted.
e The second parameter is a possible allowed value for this variable.
e The third parameter must be the “%help:” keyword.

e The fourth parameter is the help string for this value.

If there is more than one possible values, each of them should be spénifiedseparatéoallow
command.

For example, a node might specify an address family, which is intended toebefdinet” or “inet6”.
The type of the node it , which would allow any value, so the allow command might allow the rtrmgr
to restrict the legal values without having to communicate with the procesglprgthis functionality.

A more subtle use might be to allow certain nodes to exist only if a parent nagl@fra certain value.

For example:

family @: txt {
%allow: $(@) "inet" %bhelp: "IPv4 address family";
%allow: $(@) "inet6" %help: "IPv6 address family";
address @: ipv4 {
%allow: $(family.@) "inet" %help: "IPv4 address family";
broadcast: ipv4;
}
address @: ipv6 {
%allow: $(family.@) "inet6" %bhelp: "IPv6 address family";
}
}

In this case, there are two different typed versions of tidfess @ " node, once for IPv4 and one
for IPv6. Only one of them has a leaf node calledadcast . The allow command permits the rtrmgr to
do type-checking to ensure that only the permitted combinations are allowed.

2.2.12 The%allow-range Command.

The %allow-range command restricts the range of values an integer configuration item may tage. T
syntax is:
%allow-range: varName lowValue highValue %help: help-string
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where the first parametararName gives the name of the variable to be restricted. This is typiC&(@)" .
ThelowValueandhighValparameters specify the lower and upper bound of the allowed rangtiebvd he
%help:is a mandatory keyword and is followed by the help string. The help stringfos command-line
completion purpose.

An example of use appears in the interface address prefix specification:

address @: ipv4 {
prefix-length: u32;
}

address @: ipv4 {
prefix-length {
%allow-range: $(@) "1" "32" %help: "The prefix length";
%set: xrl "..";
%get: xrl "...";
}
}

If there is more than orfallow-range  command restricting the value of a variable, then the assigned
value must belong to any of the specified ranges.

2.2.13 The%help Command.

The%help command specifies the CLI configuration-mode help string. The syntax is:

%help:  {short | long} "Help string";
where the first parameteshortor long, specifies whether this is the short-version or the long-version of the
help, and the second parameter is the help string itself.

2.2.14 The%deprecated Command.

The%deprecated command can be used to deprecate a template tree node and the subtree Bélew it.
syntax is:

%deprecated:  "String with reason";

If the XORP startup configuration contains a statement that uses a diepracale in the template, the
rtrmgr prints an error with the string with the reason, and exits. If, howemird-party user prograne(q.,
other than xorpsh) sends to the rtrmgr configuration that contains acd¢piestatement, the rtrmgr returns
an error to xorpsh, and the error message will contain the string with tekenmea

2.2.15 The%user-hidden Command.

The%user-hidden command can be used to hide a template tree node and the subtree below itefrom th
user. Such node or a subtree can be used by the rtrmgr itself for inpamedse only and is not visible to
the user €.g.,via xorpsh or when saving the configuration to a file). The syntax is:

%user-hidden:  "String with reason";

However, if the XORP startup configuration contains a statement that nsesea-hidden node, the
rtrmgr will accept the configuration. Similarly, if a third-party user progt@ng.,other than xorpsh) sends
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to the rtrmgr configuration that contains an user-hidden statement, the rtroogpt accept that statement.
This is an experimental feature may become permanent or may be disabledututke

2.2.16 The%read-only Command.

The%read-only command can be used to specify a template tree node as read-only. Theisynta

%read-only:  "String with reason”;

or

%read-only:;

Only a leaf node that contains a value can be marked as read-only. ffeaisimnarked as a read-only,
then its value cannot be changed from the default template value. For kexampad-only node could be
part of the startup configuration, but if its value is different from theadkftemplate value the rtrmgr will
reject the configuration.

Note that by definition a read-only node is also permanent (see Sectiofi)2.®2.tannot be deleted
directly, but it will be removed if its parent is deleted.

2.2.17 The%permanent Command.

The%permanent command can be used to specify a template tree node as a permanent nodaribat
be deleted. The syntax is:

%permanent:  "String with reason";

or

Y%permanent:;

If a node is marked as permanent, the node itself cannot be deleted dindcilyever, deleting the
parent node will delete the permanent node as well. Also, adding or detdtildlgen of a permanent node
is allowed.

If a permanent node never should be deleted, then all its ancestotd bleaunarked as permanent.

2.2.18 The%order Command.

The %order command provides a way to specify the ordering of multiple nodes of the samentype
configuration. For example, if no ordering is specified in the template fild, asigvith interfaces:

interfaces {
interface @: txt {

}
}

Then this template would allow the configuration for eauierface  to be displayed and configured in
the order they were entered. For example, the configuration might be:

interfaces {
interface fxpl {
vif fxpl {
address: 10.0.0.1
}
}
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interface dcO {
vif dcO {
address: 10.0.1.1

}
}

interface fxp0 {
vif fxp0 {
address: 10.0.2.1
}
}
}

The ordering of thénterface  sections here is arbitrary, in the order they were entered by the user.
In many cases this is what is desired, but in some cases such as firdes|lthis is not desired, and the
%order command provides a way to enforce an ordering.

For example, a simple firewall (not the actual XORP firewall) might use a templateas:

firewall {
interface @: txt {
rule @: u3d2 {
%order: sorted-numeric;
permit @: txt;
deny @:txt;
}
}
}

Thus, some configured firewall rules might be:

firewall {
interface fxp0 {
rule 100 {
permit "net 10.0.0.0/24"
}
rule 300 {
deny "all"
}
}
}

The ordering here is now dictated byle number, in accordance with the tt %order command. If a new
rule 200 was subsequently inserted, it would always be displayed and cordigftesrule 100 and
beforerule 300

The available parameters for tileorder command are:

e unsorted - the default, ordered in the order of entry.
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e sorted-numeric - sorted in increasing numeric interger order.

e sorted-alphabetic - sorted in increasing alphabetic order.

Note that ifsorted-numeric isapplied to axt field, the sort order for non-numeric values is undefined,
but numeric values will be sorted correctly.
2.3 Template Tree Command Actions
Template tree commands such as:
e %modinfo: start _commit <method>;
e %modinfo: end _commit <method>;
e %modinfo: status _method <method>;
e %modinfo: startup _method <method>;
e %modinfo: shutdown _method <method>;

are used to specify the mechanism to be call before any configuratiogelod a module, the mecha-
nism to discover the status of a module, and so on. Template tree commands%iocthate , %activate
and%set are used to specify the actions that need to be performed when the ronfigucation is created
or modified.

This section provides a complete listing of all the template tree actions that the gumgorts.

2.3.1 Template Treexrl Action

Thexrl command action specifies the XRL to be executed. The XRL and its argumentbenuside
guotes and it may contains variables that will be substituted with the particlilesvat execution time. For
example, if the template tree held the following:

bgp-id {
%set: xrl "$(bgp.targetname)/bgp/0.2/set_bgp_id?id:ip va=3(@)";
}
Then when we set the value bfip-id , first the rtrmgr will substitut&(bgp.targetname) with

the particular value of that variable, af(f@) with the value ofogp-id . After the substitution it will call
XRL bgp/0.2/set  _bgp_id with argumenid:ipv4  set to the value dbgp-id

We could usrl actions to get the value of a particular variable, store the value inside the dmndg
then use that value by other actions. For example, if the template tree heldloarfg:

interface {
%modinfo: start_commit xrl "$(interface.targetname)/if mgr/0.1/
start_transaction->tid:u32=$(interface.TID)";
%modinfo: end_commit  xrl "$(interface.targetname)/ifmg r/0.1/

commit_transaction?tid:u32=$(interface.TID)";
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TID {
%create:;

}

interface @: txt {
%create: xrl "$(interface.targetname)/ifmgr/0.1/
create_interface?tid:u32=%$(interface.TID)&ifname:tx t=%(@)";

Then whenever the interface configuration is changedstag _commit andend _commit XRLs
will be call before and after performing any change to the configurafitteanodule. Thetart _commit
XRL will return the transaction I0id of type u32. The rtrmgr will store that value internally in the
$(interface.TID) local variable (note that this variable should be declared as a leaf nodeutvith
type). Then this value can be used by other actions such &&¢heate and theend _commit XRL
actions in the above example.

2.3.2 Template Treeprogram Action

Thexrl command action specifies the external program to be executed. Thamragd its arguments
must be inside quotes and it may contains variables that will be substituted wigattieular values at
execution time. For example, if the template tree held the following:

foo {
%set: program "/bin/echo -n '$(@) >> /tmpf/file.txt";
}

Then when we set the value fafo , first the rtrmgr will substituté§(@) with the value offoo . After
the substitution it will call progranbin/fecho  with argumentn and the value ofoo . The result of this
command will be appended to fitanp/file.txt

We could useprogram actions to store thetdout andstderr output of a command inside the
rtrmgr and then use those values by other actions. For example, if the tempéaketd the following:

rtrmgr {

CONFIG {
%create:;

}
CONFIG_STDERR {

%create:;

}

load {
Y%create:;
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%set: program "/bin/cat '$(@) ->

stdout=$(rtrmgr. CONFIG)&stderr=$(rtrmgr. CONFIG_STDE RR)";
}
save {
Y%create:;
%set: program "/bin/echo -n '$(rtrmgr.CONFIG)’ > '$(@)™;
}

Then whenever we change the value of varidbsl , the external prograntbin/cat  will be exe-
cuted with the value of that variable as its argument. The rtrmgr will store thetstahal stderr output of
that program internally inside local variabgtrmgr.CONFIG)  and$(rtrmgr.CONFIG = _STDERR)
respectively (note that those variables should be declared as leaf eiblder with or without type). Then
those values can be used by other actions such &dbe action for thesave node in the above example.
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3 The Configuration File

Whereas the template files inform the rtrmgr asgbssibleconfiguration of the router, the configuration file
provides the specific startup configuration to be used by this specifiardie syntax is similar to, but not
the same as, that of template files - the differences are intentional - templatedilesended to be written
by software developers, whereas configuration files are intendedwatten by network managers. Hence
the syntax of configuration files is simpler and more intuitive, but less polveHowever, both specify
the same sort of tree structure, and the nodes in the configuration treeomesipond to the nodes in the
template tree.
An example fragment of a configuration file might be:

protocols {
ospf {
router-id: 1.2.3.4
mospf
area 1.2.3.27 {
stub
interface fxpl {
hello-interval: 10
}
interface fxp2
}
}
}

Note that unlike in the template tree, semicolons are not needed in the cotifigurae, and that line-
breaks are significant.

The example fragment of a configuration file above will construct the faligwonfiguration tree from
the template tree example given earlier:

ROOT —{ protocols | | ospf router—id=1.2.3.4 |

mospf=true

area 1.2:3:27 stub=true|

interface fxpl hello-interval=10 |
dead-inteval=90

[interface fxp2 hello-interval=30 |

dead-interval=90

Note that configuration tree nodes have been createddfad-interval and (in the case of fxpl)
for hello-interval even though this was not mentioned in the configuration file. This is becagise th
template tree contains a default value for this leaf node. Also, in case fijaong a boolean variable(g.,
of typebool ortoggle ) such asmospf, typing the variable name itselé(g.,mospf ) is equivalent to
assigning it value ofrue (e.g.,mospf: true ).
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4 Command Line Interface: xorpsh

The rtrmgr process is the core of a XORP router - it starts and stopsgsexand keeps track of the
configuration. To do its task, it must run as root, whereas most other Xp&tiesses don’t need privileged
operation and so can be sandboxed. This makes the rtrmgr processdieensast critical point from a
security point of view. Thus we would like the rtrmgr to be as simple as possihe to isolate it from
possibly hostile input as far as is reasonable.

For these reasons we do not build a command line interface directly into the romgnstead use an
external process calle@rpsh to interact with the user, while limiting the rtrmgr’s interaction with xorpsh
to simple authentication mechanisms, and exchanges of configuration treeTtatthe command line
interface architecture looks like:

xorpsh processes
running from unprivileged
user accounts

Constrained

CLl  —— interface
interaction
with == rtrmgr
users process
_ ‘AN XRLs for

onfiguration

‘ BGP HOSPF H PIM—SM‘

The interface between the rtrmgr and a xorpsh instance consists of XBLtheéhxorpsh may call to

query or configure rtrmgr, and a few XRLs that the rtrmgr may asyndusly call to alert the xorpsh
process to certain events.

The rtrmgr exports the following XRLs that may be called by xorpsh:

register  _client

This XRL is used by a xorpsh instance to register with the rtrmgr. In regpdims rirmgr provides the
name of a file containing a nonce - the xorpsh must read this file and retucoribents to the rtrmgr
to authenticate the user.

authenticate  _client
Xorpsh uses this to complete the authentication process.

get _running _config

Xorpsh uses this to request the current running configuration fromirtingr. The response is text in
the same syntax as the rtrmgr configuration file that provides the rtrmgr'sofive configuration.

enter _config _mode
A xorpsh process must be in configuration mode to submit configuratiorgebaa the rtrmgr. This
XRL requests that the rtrmgr allows the xorpsh to enter configuration mode.alNosers have

permission to enter configuration mode, and it is also possible that a renagdte refused because
the configuration is locked.

tUnfortunately the router manager is not simple as we would like.
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get _config _users
Xorpsh uses this to request the list of users who are currently in coafign mode.

apply _config _change
Xorpsh uses this to submit a request to change the running configuratibe aiuter to the rtrmgr.
The change consists of a set of differences from the current rgrmoinfiguration.

lock _config
Xorpsh uses this to request an exclusive lock on configuration chkanggically this is done just
prior to submitting a set of changes.

unlock _config
Unlocks the rtrmgr configuration that was locked by a previous catidk _config

lock _node
Xorpsh uses this to request a lock on configuration changes to a specifig tree node. Usually this
will be called because the user has made local changes to the config lpat nommitted them, and
wishes to prevent another user making changes that conflict. Lockirmysabstitute for human-to-
human configuration, but it can alert users to potential problems.

Note: node locking is not implemented yet.

unlock _node
Xorpsh uses this to request a lock on a config tree node be removed.

save _config
Xorpsh uses this to request the configuration be saved to a file. Thé sateas performed by the
rtrmgr rather than by xorpsh, but the resulting file will be owned by the usering this instance of
xorpsh, and the file cannot overwrite files that this user would not oikeroe able to overwrite.

load _config
Xorpsh uses this to request the rtrmgr reloads the router configurationtfre named file. The file
must be readable by the user running this instance of xorpsh, and thewusebe in configuration
mode when the request is made.

leave _config _mode
Xorpsh uses this to inform rtrmgr that it is no longer in configuration mode.

Each xorpsh process exports the following XRLs that the rtrmgr can wsytahronously communicate
with the xorpsh instance:

new_config _user
Rtrmgr uses this XRL to inform all xorpsh instances that are in config modeahather user has
entered config mode.

config _change _done
When a xorpsh instance submits a request to the rtrmgr to change the roonfiggor to load a con-
fig from a file, the rtrmgr may have to perform a large number or XRL calls to imetd the config
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change. Due to the single-threaded nature of XORP processes, the cammt do this while re-
maining in theapply _config _change XRL, so it only performs local checks on the sanity of the
request before returning success or failure - the configuration withaee actually been changed at
that point. When the rtrmgr finishes making the change, or when failureopent way through mak-
ing the change, the rtrmgr will catlonfig _change _done on the xorpsh instance that requested
the change to inform it of the success or failure.

config _changed
When multiple xorpsh processes are connected to the rtrmgr, and onarosthenits a successful
change to the configuration, the differences in the configuration will tleeodomunicated to the
other xorpsh instances to keep their version of the configuration in sighc¢hve rtrmgr’s version.

4.1 Operational Commands and xorpsh

Up to this point, we have been dealing with changes to the router configurdtideed this is the role
of the rtrmgr process. However a router's command line interface is nptused to change or query the
router configuration, but also to learn about the dynamic state of the reutdr as link utilization or routes
learned by a routing protocol. To keep it as simple and robust as poghiblgrmgr is not involved in these
operational modeommands. Instead these commands are executed directly by a xorpsésptself.

To avoid the xorpsh implementation needing in-built knowledge of router comispaine information
about operational mode commands is loaded from another set of templaté fliesple example might be:

show interfaces $(interfaces.interface. *) {
%command: "path/to/show_interfaces -i $3" %help: HELP;
%module: fea;
%opt_parameter: "brief" %help: BRIEF;
%opt_parameter: "detail" %help: DETAIL;
%opt_parameter: "extensive" %help: EXTENSIVE;
%tag: HELP "Show network interface information";
%tag: BRIEF "Show brief network interface information®;
%tag: DETAIL "Show detailed network interface information X

%tag: EXTENSIVE "Show extensive network interface informa tion";
}
show vif $(interfaces.interface. *vif. %) {
%command: "path/to/show_vif -i $3" %help: "Show vif inform ation";
%module: fea;
%opt_parameter: "brief" %help: "Show brief vif informatio n";
%opt_parameter: "detail" %help: DETAIL;
%opt_parameter: "extensive" %bhelp: EXTENSIVE;
%tag: DETAIL "Show detailed vif information”;
%tag: EXTENSIVE "Show extensive vif information”;
}
This template file defines two operational mode commarsgtsow interfaces  ”and “show vif "
The “show interfaces” command takes one mandatory parameter, wHasewast be the name of one
of the configuration tree nodes taken from the variable name wildcaresiqués(interfaces.interface. *) .
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Thus if the router had config tree nodes call@ttérfaces interface xI0 ", and “interfaces
interface xI1 ", then the value of the mandatory parameter must be ex@eror xI1 .

Additional optional parameters might beef ,detail ,orextensive - the set of allowed optional
parameters is specified by tB@opt_parameter commands.

The %commandcommand indicates the program or script (and its arguments) to be execlted to
plement this operational command - the script should return human-reaméplg preceded by a MIME
content type indicating whether the text is structured of.ndéftthe command specification contains any
positional argumentse(g.$0, $1, $2) they are resolved by substituting them with the particular substring
from the typed command line commangio is substituted with the complete string from the command
line, $1 is substituted with the first token from the command li$2,is substituted with the second token
from the command line, The resolved positional arguments along with the reigaigjnments (if any) are
passed to the executable command. For example, if the user types “shdaciesexl0”, the xorpsh might
invoke theshow _interface command using the Unix command line:

path/to/show_interfaces -i xI0

The pathname to a command must be relative to the root of the XORP tree. ddrengrin computing
the root of the tree is: (a) the shell environment XOROOT (if exists); (b) the parent directory the xorpsh
is run from (only if it contains the etc/templates and the xrl/targets directo(®she XORPROOT value
as defined in config.h (currently this is the installation directory, and defaultasr/local/xorp”).

The commandomodule indicates that this operational command should only be available through the
CLI when the router configuration has required that the named modulecleassibarted. If th&module
command is missing, then this operational command is always enabled.

The commandabhelp is used to specify the CLI help for each CLI command or the optional parasnete
It must be on the same line as ttcommandr the%opt _parameter commands. If the argument after
the%help command is in quotes, then it contains the help string itself. Otherwise, the argisittee name
of the tag that contains the help string.

The commandstag is used to specify the help string associated with each tag. For example, stateme

%command: "path/to/show_vif -i $3" %help: HELP;
%tag: HELP "Show vif information";

is equvalent with:
%command: "path/to/show_vif -i $3" %help: "Show vif inform ation";

Note: currently there is no security mechanism restricting access to ipeahmode commands beyond
the restrictions imposed by Unix file permissions. This is not intended to bertipeerm situation.

A Modification History

e December 11, 2002: Initial version 0.1 completed.

e March 10, 2003: Updated to match XORP release 0.2: No significant eeang

20nly text/plain is currently supported.
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June 9, 2003: Updated to match XORP release 0.3: No significant changes

August 28, 2003: Updated to match XORP release 0.4: Added informat@r abmputing the root
of the XORP tree.

November 6, 2003: Updated to match XORP release 0.5: No changes.

July 8, 2004: Updated to match XORP release 1.0: Added information abautemplate keywords.
Miscellaneous cleanup.

January 27, 2005: Removed MFEA+MRIB-related text, because theAvileies not deal with the
MRIB information anymore.

April 13, 2005: Updated to match XORP release 1.1: Added informationtaimwu template key-
words. Miscellaneous cleanup.

March 8, 2006: Updated to match XORP release 1.2: Miscellaneous change
August 2, 2006: Updated to match XORP release 1.3: Miscellaneous pleanu
March 20, 2007: Updated to match XORP release 1.4: No changes.

July 22, 2008: Updated to match XORP release 1.5: No changes.
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